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DATA BREACH POLICY

Background

1. During the course of its activities, Blundell's (the “School”) collects, stores and processes
personal data (sometimes sensitive in nature) about staff, pupils, their parents, its
contractors and other third parties.

2. It does so in a manner fully detailed in the School's Privacy Notices, Data Protection
Policy and Data Retention Policy and in accordance with UK Data Protection Law, namely
the General Data Protection Regulation (the “UK GDPR") and the Data Protection Act
2018 (“DPA 2018").

3. The School, as a ‘data “controller, is liable for the actions of its staff and governors in
how they handle data. It is therefore an area where all staff have a part to play in
ensuring we comply with and are mindful of our legal obligations, whether that personal
data handling is sensitive or routine.

Impact of a Personal Data Breach

4.  Personal data breaches can impact the rights and freedoms of data subjects.
Duty to Report a Personal Data Breach

5. Under UK Data Protection Law, the School has:

A duty to report a personal data breach which is likely to result in a risk to the
rights and freedoms of the concerned individuals to the Information
Commissioner’'s Office (ICO) without undue delay and no later than 72 hours after
becoming aware of it.

6.  This duty is a legal requirement.

7.  This duty applies to all staff at the School, including current, former and prospective:
employees, self-employed contractors, visiting music teachers and other peripatetic
workers, casual workers, temps, governors and volunteers who may be employed or
engaged by the School to work for it in any capacity.

How to Recognise a Personal Data Breach

8. A personal data breach means a breach of security leading to the accidental or unlawful
destruction, loss, alteration, unauthorised disclosure of, or access to, personal data.

0. This includes breaches that are the result of both accidental and deliberate causes.
10. Personal data breaches can include:
a.  access by an unauthorised third party;

b.  deliberate or accidental action (or inaction) by a controller or processor;
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c.  sending personal data to an incorrect recipient;
d. computing devices containing personal data being lost or stolen;
e.  alteration of personal data without permission; and
f. loss of availability of personal data.
How to Respond to Personal Data Breaches

11. If it is suspected that a personal data breach has occurred, the following steps must be
taken:

Step One| Report the Breach Internally

12. Report the breach immediately to the Data Protection and Privacy lead (DPPL), stating
when the breach was discovered.

13.  The DPPL will promptly decide:
a. whether a breach has occurred; and

b. if that breach is likely to result in a risk to the rights and freedoms of the
individuals concerned.

c. if that breach is likely to result in a high risk to the rights and freedoms of the
individuals concerned

14. In the absence or unavailability of the DPPL, the Bursar or Head will decide. In the
absence of all of the roles named, a decision on whether a breach has occurred will be
taken by another member of SLT as appropriate, having taken legal advice if necessary.

15. The DDPL must take a view by assessing both the severity of the potential or actual
impact on individuals as a result of a breach and the likelihood of this occurring.

Step Two | Decide Whether to Report the Breach to the ICO

16. Not all personal data breaches need be reported to the ICO.

17. The threshold for reporting a breach to the ICO is if it is likely to cause harm to
individuals, namely a risk to the rights and freedoms of the individuals concerned.

18. This could be because of:
a. The nature of the data (eg: sensitive personal data); and/or
b.  The nature of the individuals concerned (eg: a child or vulnerable person); and/or
c.  Due to the volume of the data (eg: a thousand people are concerned).

19. |If it is deemed that a breach has occurred which is likely to result in a risk to the rights
and freedoms of the individuals concerned, the DPPL is responsible for ensuring the
breach is reported to the ICO without undue delay, but not later than 72 hours after the
initial discovery of the breach.
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20.
21.

22.

If the DPPL is absent, the Bursar/Head/SLT may assume this responsibility.
In the event of making a referral, the following information must be provided to the ICO:
a.  description of the nature of the personal data breach including, where possible:

i. the categories and approximate number of individuals concerned; and

ii.  the categories and approximate number of personal data records concerned;

b. the name and contact details of the DPPL as the point of contact from whom more
information can be obtained;

c.  adescription of the likely consequences of the personal data breach; and

d. a description of the measures taken, or proposed to be taken, to deal with the
personal data breach, including, where appropriate, the measures taken to
mitigate any possible adverse effects.

e. If the provision of full details within 72 hours is not feasible, explain the delay to
the ICO and provide a timeframe within which further information will be
submitted.

f. Keep the ICO informed as new information becomes available.

Note that if a breach affects individuals in different EU countries, the ICO may not be the
lead supervisory authority.

Step Three | Decide Whether to Report the Breach to the Individuals Concerned

23.

24.

25.

26.

27.

Some personal data breaches must additionally be notified to the individuals whose
data has been breached (the “data subjects”).

The threshold for notifying the data subjects is if the breach is likely to result in a high
risk to the rights and freedoms of these individuals. If so, they must be notified without
undue delay.

The threshold for notifying to data subjects is higher than it is for reporting to the ICO.

The principal reason for informing data subjects is to help them take steps to protect
themselves from the effects of a breach.

If it is decided that data subjects need to be notified of a breach, they should be
provided with the following information:

a. the name and contact details of the DPPL, as the point of contact from whom more
information can be obtained;

b.  adescription of the likely consequences of the personal data breach; and

c.  a description of the measures taken, or proposed to be taken, to deal with the
personal data breach, including, where appropriate, the measures taken to
mitigate any possible adverse effects.
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Step Four | Decide Whether to Report the Breach to Additional Third Parties

28.

The DPPL must decide if it is appropriate to notify third parties such as the police,
insurers, and professional bodies.

Step Five | Decide Whether to Report the Breach to the Governing Body

29.

30.

31.

The Governing Body must be informed of any reportable personal data breaches
immediately, either to the Clerk to the Governors or directly to the Chairman.

The Governing Body must be formally informed of any reportable personal data
breaches at the next Full Board Meeting, and the matter referenced in the Board
minutes.

The Governing Body should additionally be informed of any personal data breaches that
nearly met the threshold to be reported at the next Full Board Meeting, and the matter
referenced in the Board minutes.

Documenting Personal Data Breaches

32.

33.

All personal data breaches must be recorded internally, regardless of whether they are
reported at any level.

The DPPL will ensure that the facts relating to the breach, its effects and the remedial
action taken, including reasons for decisions, are all documented.

Investigating Personal Data Breaches

34.

The DPPL will ensure that personal data breaches are thoroughly investigated (whether
personally or delegated) including whether the breach was a result of human error or a
systemic issue and how a recurrence can be prevented through better processes,
further training or other corrective steps, and ensure that this action is taken where
appropriate.

Reducing the Likelihood of Personal Data Breaches Occurring

35.

Human error is the leading cause of reported data breaches. To reduce the risk of this,
the School:

a. Implements mandatory data protection induction and refresher training;
b.  Updates policies and procedures;

c.  Ensures employees feel able to report incidents of near misses;

d.  Works to a principle of “check twice, send once”;

e. Investigates the root causes of breaches and near misses;

f. Restricts access to systems containing personal data;

g. Implements technical and organisational measures.
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How to Contact the Data Protection and Privacy Lead (DPPL)
36. You can contact the DPPL using these details:

a. Email: dppl@blundells;.org

b.  Address: DPPL, The Bursary, Blundell's School, Tiverton, Devon, EX16 4DN.
Further Guidance

37. Further guidance on assessing, reporting and handling personal data breaches can be
found on the Information Commissioner’s Office website: www.ico.org.uk.

END
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